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Relevance of the research topic. In the age of advanced information
technologies, online social networks such as Telegram, YouTube, Twitter, VKontakte,
Facebook, etc. are becoming increasingly popular among Internet users. These
platforms, which offer the opportunity to create profiles, communicate and exchange
information with a worldwide audience, attract millions of people from all over the
world. They have become an integral part of our lives, changing the ways we
communicate, find new friends and do business. One of the key reasons for the growing
popularity of online social networks is their accessibility. Thanks to the development
of smartphones and high-speed Internet, people can easily access their accounts on
social platforms anytime and anywhere. This allows them to be always up to date with
the latest news, communicate with friends and family and share their thoughts and ideas
instantly. Online social networks also give people the opportunity to find new friends
and partners of interest. Thanks to the search functions and the suggestion of suitable
contacts, users can find people who have common interests, hobbies and professional
skills. This allows them to expand their social network and find new opportunities for
development. Online social networks have also become an indispensable tool for
business and marketing. Thanks to the ability to create brand pages and advertising
campaigns, companies can reach their target audiences and promote their products and
services. Moreover, thanks to the analytical tools of social networks, companies can
analyze the behavior of their customers and optimize their marketing strategy.

However, as with any new technological breakthrough, online social networks

also have their risks and negative aspects. Privacy and data security issues are one of
the main problems faced by users of online social networks. In addition, online social
networks provide a convenient platform for extremists to attract new supporters,
exchange information and coordinate their actions. One such example is the January
events in 2022. They were started by rallies of the population in the West of Kazakhstan
against doubling the price of gas for refueling cars. There were other more significant
reasons for the growing discontent of the population with the deterioration of living
standards not only in the Western part of the republic, but also in other regions of
Kazakhstan. Peaceful protests were picked up by looters, as well as extremists whose
actions were coordinated by someone and their goal was to seize power in Kazakhstan.
One of the tools for coordinating the riots was social networks.
The fight against extremism in online social networks is a difficult task, but it can be
solved. The development of effective systems and models for detecting and
suppressing political extremism is the basis for ensuring security and stability in the
country, which requires scientific research and the implementation of a set of effective
and timely measures aimed at identifying, preventing and suppressing any
manifestations of extremism. The problem is of a global nature and is very relevant for
many countries, including Kazakhstan.



The scientific contribution of this work is to develop models and methods for
detecting political extremism in text and graphic resources of online social networks.

Purpose of the research work. Research and development of models and
methods for effectively political extremism detection in text and graphic resources of
online social networks.

Research objectives. To achieve this goal, the following tasks are envisaged:

1. creation of a corpus texts in the Kazakh language displaying signs of political
extremism in online social networks;

2. creation of methods and models for identifying texts of political extremism in
the Kazakh language in online social networks.

3. creation of models for processing and neural network analysis of graphic
resources of online social networks for the detection of political extremism.

4. creation of a neural network method for detecting political extremism in
graphic resources of online social networks.

5. experimental verification of the developed solutions.

The object of the study — the processes of detecting political extremism in text
and graphic resources of online social networks.

The subject of the study — models and methods of detecting political
extremism in text and graphic resources of online social networks.

Research method. As research methods used were machine and deep learning
methods, text classification methods, video, natural language processing methods,
neural networks, social network analysis methods, statistical processing methods, and
system analysis methods.

Scientific novelty of the work:

created a method for generating the input field of the LSTM network, which,
through the combined use of TF-IDF procedures and linguistic analyzer of socio-
political lexemes for proving the ability to increase the accuracy of determining
political extremism in Kazakh language texts;

created preprocessing method, which, through the combined use of stemming
procedures and modification of the SpellChecker spelling correction algorithm,
provides the opportunity to increase the accuracy of determining political extremism
in Kazakh language texts;

created a corpus of Kazakh language texts, which by displaying signs of political
extremism, provides the opportunity to develop models and methods for political
extremism detection in online social networks;

created a model for pre-processing images and video materials of online social
networks, which due to the proposed approach to using the wavelet transform apparatus
for filtering typical noise and created mathematical apparatus for correcting the
brightness and contrast of images, provides the opportunity to increase the accuracy of
neural network analysis of graphic resources of online social networks;

created a neural network analysis model, which, due to the reasonable
determination of the architectural parameters that make up its structure of
convolutional and recurrent neural networks, provides the opportunity to develop an
effective method for political extremism detection in images and video materials of
online social networks;



created a method for political extremism detection in images and video materials
of online social networks, which, through the use of the proposed models of pre-
processing and neural network analysis, as well as the proposed approach to adapting
the input field of the neural network model to the variability of the sizes of graphic
resources, provides increased accuracy and reduced resource for political extremism
detection in images and video materials from online social networks.

Theoretical significance of the work. The theoretical significance of the
dissertation work is based on a set of knowledge in the field of methods and algorithms
for determining political extremist actions and organizations. The obtained
fundamental results can be used by the world scientific community.

Practical significance of the work. Applied results in the form of a method,
author's certificates can be used by authorized bodies to ensure information security,
critical infrastructure, and the fight against Internet extremism.

The main wording to be submitted for defense.

1. created a corpus of Kazakh language texts displaying signs of political
extremism in online social networks;

2. created a method of forming a set of features taking into account the
peculiarities of the Kazakh language and a model to identify texts of political
extremism in the Kazakh language in online social networks;

3. created a model of processing and neural network analysis of graphic
resources of online social networks for political extremism detection;

4. created a neural network method for political extremism detection in graphic
resources of online social networks;

5. as aresult of the developed models and methods, created software to identify
political extremist in Kazakh language texts and graphic resources of online social
networks.

The degree of reliability and the results of testing. The reliability and validity
of the research results are supported by the reasoned responsibility of setting tasks, the
examination of criteria and the state of research in this area, a large number of
experiments conducted, as well as their successful implementation in practice. The
results of the dissertation were reported and discussed at the following scientific and
methodological conferences:
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Personal contribution of the applicant. The applicant solved the tasks of the
dissertation work. Developed a model and method for identifying texts in the Kazakh
language and graphic resources of extremist orientation in online social networks.
Created a corpus of political-extremist texts in Kazakh for teaching and testing machine
learning algorithms. Developed a model for processing and neural network analysis
graphic resources of social networks to identify political extremism and created a
neural method. Conducted experiments to determine the accuracy of created model and
method.
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Connection of the topic of the dissertation with the plans of scientific
research. This work was commissioned by the Ministry of Digital Development,
Innovation and Aerospace Industry of the Republic of Kazakhstan as part of the
research work of the project "Development of models and methods for extremist
content detecting in social networks", IRN AP15473408. Priority area: national
security and defense. Specialized area: information security.

Publication of results. In the course of the research work, 10 scientific papers
were written. Of these, 1 article was published in the journal indexed on the basis of
Scopus, 5 articles in publications recommended by the Committee for Quality
Assurance in Science and Higher Education of the Ministry of Science and Higher
Education of the Republic of Kazakhstan and 3 articles in the materials of international
conferences.

Structure and scope of work. The dissertation work consists of an introduction,
3 chapters, a conclusion, a list of references and appendices. The full volume of the
dissertation: 103 pages of typewritten text, including 59 figures, 12 tables, 89
references.

The introduction substantiates the relevance of the topic of the dissertation
work. The purpose, object and subject of research work are formulated. At the same
time, scientific novelty and practical significance are shown. Information about the
approbation and publication of research results is provided.

The first section provides the concept and classification of extremism, the
analysis of means of identifying political —extremist texts and graphic resources in
online social networks

The second section describes the classification of models for identifying
politico—extremist text content, a neural network model for processing and analyzing
graphic resources of social networks.

In the third section, describes a comparative analysis of various machine
learning methods and the proposed method for calculating the identification of political
extremist texts in the Kazakh language and graphic resources in social networks

In conclusion, the main conclusions and results of the work are formulated



